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Anonymity in Attribute-Based Access Control:
Framework and Metric

Runnan Zhang , Gang Liu , Hongzhaoning Kang , Quan Wang , Bo Wan , and Nan Luo

Abstract—Anonymous access is an effective method for preserv-
ing privacy in access control. This study assumes that anonymous
access control requires both frameworks and policies. Numerous
solutions have been proposed for anonymous access at the frame-
work level. In this study, these solutions are analyzed and quantified
using a unified attribute-based access control (ABAC) anonymous
access reference framework. Anonymous access at the framework
level is the first line of defense, and inappropriate policies may
undermine subject anonymity. An anonymity metric is proposed
at the policy level to prevent authorization authority from re-
identification using specific attributes and policies. The anonymity
metric evaluates the risk of re-identifying a subject due to inap-
propriate access requests, as well as subject attribute assignment
schemes and policies. This study is the first to focus on anonymity
at the policy level in ABAC. Furthermore, a formal definition of
anonymity suitable for ABAC is proposed. The feasibility of the
proposed anonymity metric is verified through simulations.

Index Terms—Anonymity metric, anonymous access, attribute-
based access control, re-identification.

I. INTRODUCTION

ANONYMITY, such as statistical disclosure control
(SDC) [23], payment [9], and access control, is critical for

protecting the privacy of subjects. In access control, anonymous
access control (AAC) not only protects the subject’s private
information, such as the subject’s name, birthday, and race,
but also protects the subject’s privacy behavior, which is the
access request. Most AAC studies have focused on ensuring that
access requests do not reveal the subject’s identity. However, the
re-identification risk resulting from the access control policy is
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not considered. In this approach, AAC and access control models
are weakly coupled, which is advantageous. However, the disad-
vantage of this method is that the authorization authority (AA)
may obtain subject-related information by formulating a special
access control policy to re-identify the subject. Thus, AAC only
avoids the re-identification risk at the framework level but not
at the policy level.

Attribute-based access control (ABAC) models have garnered
considerable attention and have been implemented in Amazon
Web Services [1]. The difference between ABAC and the con-
ventional access control model is that the authorization process
of the former is attribute based rather than identity based. The
attribute-based authorization process refers to an identity-less
feature and attribute combination, which implies an identity-less
authorization process [5]. Several studies have used this feature
to achieve anonymous access, which include frameworks such
as hierarchical attribute-set-based encryption (HASBE) [24],
ciphertext-policy attribute-based encryption (CP-ABE) [7], and
attribute-based signature (ABS) [15]. Anonymous access is
achieved at the framework level. Therefore, the access request
does not contain the subject’s identity, and unified logic exists in
these anonymous-access solutions. In this study, these solutions
are analyzed and quantified using a unified ABAC anonymous
access reference framework. This framework reveals the condi-
tions that should be satisfied in ABAC to achieve anonymous
access, in which the access request does not contain the identity
of the subject.

In ABAC, anonymous access at the framework level allows
the access request to conceal the identity of the subject, which
is a prerequisite for anonymous access. However, the access
request should contain information related to the subject such
that the AA can make a reasonable access decision. In ABAC,
the attributes of the subject contain the required information.
The policy determines the attributes required by the AA when
an access request is processed. If the AA develops a specific
policy, then the subject can be easily re-identified using the
method. For example, a subject is assigned an attribute with
a unique value that should be included in the access request.
This attribute replaces the identity, and the subject can be easily
re-identified. Therefore, the AA should enforce policies that
satisfy anonymity constraints, which is the second condition
for anonymous access in ABAC. However, this policy is based
on access control requirements, which may be in contrast to
anonymous access. Unreasonable constraints on the policy result
in the unavailability of access controls. This study proposes an
anonymity metric that allows security administrators to evaluate
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the anonymity and usability of policies such that policies can be
formulated reasonably.

This paper discusses anonymous access at both the framework
and policy levels. The contributions of this study are as follows:

1) A formal definition of anonymity suitable for ABAC is
proposed.

2) At the framework level, anonymous access solutions
for ABAC are analyzed and then quantified into a
unified ABAC anonymous access reference framework.
This framework specifies the features required for an
anonymous-access framework.

3) An anonymity metric for the subject, access request, and
policy is proposed at the policy level for the first time in
ABAC.

The metrics of the various factors of an access control model
and, in particular, the evaluations of policy-related factors, are
critical. Because of the increase in the number of subjects and
objects as well as the requirement for fine-grained access control,
both the complexity of policies and the size of policy libraries
are gradually increasing. Therefore, policy management has
become more complex. Most studies focused on policy manage-
ment through model improvement. However, the development of
policy management tools is critical. Owing to the maturation of
machine learning, semi-automated or automated policy manage-
ment tools have been further developed. The k-nearest neighbor
algorithm [6] has been used to facilitate security administrators
in managing policy. Furthermore, mining algorithms [26] have
been proposed for automatically generating policies. Any opti-
mization or mining policy algorithm contains policy preference
objective(s) and can be used as policy metrics. Administrators
can select the appropriate policies. Metrics are crucial for ABAC
because the same authorization can be expressed as different
policies. Herein, a metric for anonymity in ABAC is proposed.
To evaluate the various features of ABAC quantitatively, addi-
tional metrics should be introduced.

II. RELATED WORK

A. Anonymous Access Control

AAC is an application-independent, privacy-preserving
method. Many AAC methods achieve anonymous access using
an “entity” that replaces the identity of the subject. The AA
does not disclose the identity of the subject; thus, the subject’s
private information is protected. Yuen et al. [30] proposed an
attribute-based anonymous-authentication method, where the
subjects obtained unique credentials through authentication.
This certificate does not contain the identity of the subject,
and the cloud service is authorized based on credentials. Fur-
thermore, the authors imposed additional constraints on the
credential, which can only be used k times to improve privacy
preservation. Using a credential instead of an identity in AAC
is a simple and effective strategy for achieving anonymous
access. However, the credentials used for AAC are unique. This
technique allows an adversary to re-identify the credential owner
based on information such as that related to access. This method
is similar to background knowledge attack in SDC. The use of
non-unique credentials instead of unique credentials has been

advocated to maintain the anonymity of participants. Hampiholi
et al. [11] proposed an anonymous transaction model to replace
subject identity with attributes to complete transactions between
the subject and database. However, in this study, attributes and
access requests were not analyzed comprehensively. Notably,
the improper use of attributes can result in re-identification.

AAC is achieved using unique credentials. AAC implemented
by unique credentials is vulnerable to background knowledge
attacks. Non-unique credentials for anonymous access are sim-
ilar to k-anonymity. Sweeney et al. [23] proposed k-anonymity
to publish a large dataset that renders the subject anonymous in
SDC. K-anonymity requires at least k subjects to be assigned the
same attribute for each combination of attributes. Furthermore,
it imposes constraints on the data; however, the access control
model cannot enforce the same constraints on the attributes.
This study was inspired by k-anonymity, and a policy anonymity
metric was proposed to generate policies with strong anonymity.

B. Evaluation and Metric of Access Control

The evaluation of the features of an access control model
is a critical research topic. However, the feature quantitative
evaluation of access models or policies are rarely reported.
Servos et al. [20] classified existing studies pertaining to ABAC
and evaluated them quantitatively by reviewing their results.
Aftab et al. [2] analyzed, compared, and qualitatively evaluated
ABAC and RBAC. In this study, a qualitative evaluation of 12
issues in ABAC and RBAC was conducted, and the results were
evaluated via comparison with other studies. Ouaddah et al. [17]
formulated a model to quantitatively evaluate access control,
where the evaluation was performed based on six perspectives.
The evaluation methods from the aforementioned studies in-
clude an analysis of existing studies, which are not suitable
for applications because of the significant workload involved.
Although qualitative evaluation is the crux of model evaluation,
quantitative evaluation methods have been proven to be effec-
tive. Qi et al. [19] analyzed the advantages and disadvantages of
RBAC, ABAC, and hybrid models and proposed a quantitative
evaluation of decision efficiency, granularity, and flexibility. The
evaluation process does not require human participation (review-
ing the literature and refining documents) and can be applied
in practice; however, formal definitions of decision efficiency,
granularity, and flexibility were not provided. Quantitative eval-
uation methods for granularity and flexibility are applicable
only to specific models. The quantitative evaluation method
for decision efficiency is related to model implementation. The
discrimination rate [22] is an attribute-centric metric based on
information theory for privacy. This method is only suitable for
runtime because the anonymity of the access requests is mea-
sured. Because the method does not involve the measurement
of policy anonymity, policy creators cannot use it to formulate
appropriate policies.

Policy mining and optimization involve a quantitative eval-
uation of policy features. Owing to the revival of artificial
intelligence research, researchers have focused on automated
policy generation and optimization. A common feature of these
algorithms is their objective to determine the direction of policy
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generation or optimization. The objectives of these algorithms
are the metrics of the policy characteristics. For example, Xu and
Stoller proposed a policy-mining algorithm that generates poli-
cies to minimize the weighted structural complexity (WSC) for
mining the ABAC policy from the RBAC policy [25], logs [27],
and ABAC policy [26]. The original WSC is a metric pertaining
to the number of relationships between elements in the RBAC
model [16]. Bui et al. [8] proposed a mining algorithm for the
relationship-based access control policy, which similarly targets
WSC minimization. In addition to WSC, other policy features,
such as algorithm objectives, have been proposed. John et al. [14]
proposed an algorithm for mining an ABAC policy in a coopera-
tive cloud environment. The objective of the algorithm is to max-
imize the number of permissions included in each policy. Hadj et
al. [10] achieved ABAC policy redundancy using the k-nearest
neighbor algorithm. In their study, the similarity of attributes
between policies was defined as the distance between them, and
the objective of their algorithm was to eliminate similar policies.
However, policies with similar attributes may express different
permissions, which implies that the rules are neither “similar”
nor “redundan” for permissions. Zhou et al. [33] proposed
an algorithm for predicting access-control decisions based on
partial policy sets, and the objective of the algorithm was to
improve prediction accuracy. Zhang et al. [32] classified policies
based on the attribute distance in an extensible access control
markup language to improve evaluation efficiency. However, the
objectives of current policy-mining or optimization algorithms
do not involve anonymity.

The quantitative evaluation of access control features can be
classified into the following two categories: 1) Measures the
features of the access control model. Measurement methods are
generally devised by reviewing the literature to obtain evaluation
results, which are expensive and subjective. 2) Measures of
features of access control policies. These measures are policy
mining and policy optimization goals. However, these policies
cannot formalize the definition of the features, thus render-
ing them unreliable. Herein, a formal definition of anonymity
and a metric based on a formal definition are introduced. The
anonymity metric can be used as an objective in policy mining or
optimization algorithms, thus allowing security administrators
to further understand and improve their policies.

III. PRELIMINARIES

Although no consensus has been reached regarding ABAC
standardization, the accepted high-level definitions and descrip-
tions of its function are available. A high-level description is
presented in the “Guide to Attribute Based Access Control
(ABAC) Definition and Considerations” published by the Na-
tional Institute of Standards and Technology [13].

ABAC: An access control method in which a subject requests
to perform operations on objects is granted or denied based on
the assigned attributes of the subject, assigned attributes of the
object, environmental conditions, and a set of policies specified
in terms of those attributes and conditions.

Yuan et al. [29] proposed an ABAC framework (Fig. 1). Most
studies regarding ABAC are based on this framework. In this
framework, authorization proceeds as follows:

Fig. 1. ABAC framework.

1) The subject sends a request to the PEP; the request contains
an identifier of the subject (such as an ID), an identifier
of the object, the operation, and the context of the subject
(such as location);

2) The PEP forwards the request to the PDP;
3) The PDP forwards the request to the PIP;
4) The PIP returns the corresponding attributes;
5) The PDP queries the appropriate policies based on at-

tributes related to the request;
6) The PAP returns the policies;
7) The PDP performs an access control decision based on the

policies and attributes and sends it to the PEP;
8) The PEP enforces access control decision;
9) Access results are returned to the subject.
In the ABAC framework shown in Fig. 1, the access request

arrives at the PIP through the PEP and PDP, and the PIP searches
for subject-related attributes based on the subject identifier
contained in the request. The AA (including the PEP, PDP,
PAP, and PIP in ABAC, which are marked in blue) makes
access control decisions based on attributes associated with
the access request. The AA displayed in Fig. 1 can directly
or indirectly identify subjects using attribute combinations and
implement identity-less ABAC. Therefore, identity-less ABAC
cannot ensure anonymity. To achieve anonymity, identity-less
ABAC should be constrained, which renders it difficult for the
AA to identify the subjects.

IV. DEFINITION OF ANONYMITY AND IDENTITY-FREE ABAC

In the conventional access control model, the AA stores infor-
mation regarding numerous subject privacy behaviors owing to
its responsibilities. Moreover, whether the AA is for commercial
purposes, curiosity, or auditing, the privacy behavior of the
subject can be obtained. We assumed an attack scenario in which
the AA re-identified the subject who sent the request through
the available information and conducted targeted attacks on
various subjects. Because the AA has access to information
regarding the subject’s attribute assignment scheme, request,
and policy in the access control process, it can re-identify
the subject who sent the request. Thus, the subject may be
attacked.
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A. Formal Definition of Anonymity

In ABAC, subject identity is typically considered an attribute
(such as an ID) and each subject identity attribute exhibits a
unique value that identifies its principal identity. However, the
subject may have many attributes with unique ABAC values.
Although these attributes may not be an identification, they
have the same features as the ID. The AA may re-identify the
subjects by regarding attribute(s) with a unique value(s) as an
ID. Therefore, a definition for the identifier was proposed to
prevent the re-identification of subjects who are more suitable
for ABAC.

Definition IV.1. Subject identifier. In ABAC, when attributes
with particular values are assigned to only one subject, they are
known as subject identifiers.

According to Definition 4.1, a subject may have more than
one identifier. Identifiers can be classified into two categories.
The first is an explicit identifier. If a bias exists from the universal
set of subjects to the range of an attribute, the attribute is known
as an explicit identifier. Explicit identifiers (such as IDs) are
typically used by administrators to identify one or more subjects
in a policy. If the identifier is not explicit, then it is implicit.
Implicit and explicit identifiers differ primarily in terms of
two aspects. First, implicit identifiers may consist of one or
more attributes, whereas explicit identifiers consist of only one
attribute. Second, bijection from the universal set of subjects to
the implicit identifier does not occur. Thus, some of the attribute
values used by implicit identifiers may be possessed by more
than one subject.

To define anonymity in ABAC formally, the following sym-
bols are used.
S is the universal set of subjects, s is the subject, and s ∈ S;

m attributes are denoted as attri. Each attribute attri corre-
sponds to domain Domaini, which is a range of attri. The
value ⊥ signifies that the subject is not assigned an attribute.
In real applications, the symbol attri is not used as an at-
tribute name; instead, a meaningful name is used. For example,
consider three attributes, i.e., age, gender, and birthday. Al-
ice’s attributes may be age = 20, sex = female, birthday =
⊥. Here, birthday = ⊥ indicates that Alice is not assigned
the birthday attribute. Anonymity is not only related to the
subject, but also to access requests and policies. Hereinafter,
if not specified, the term attribute is equivalent to the subject
attribute.

The attribute assignment of subject s is denoted as a
vector

−−−→
attrs = (value1, value2, value3, . . ., valuem), where

valuei ∈ Domaini.
Definition IV.2. Construction of attributes vector. The con-

version of zero or more none−⊥ values to ⊥ in the attribute
vector

−−→
attr generates a new attribute vector

−−→
attr′, known as the

construction of attributes vector, denoted as
−−→
attr′ � −−→

attr.
All access requests generated by each subject are constructed

from its attribute vectors. For example, Alice can perform an
access request as follows:

−→req = (⊥, female,⊥) � −−−−−→
attrAlice = (20, female,⊥)

In ABAC, anonymity is exprressed as follows:
Definition IV.3. The subject space of

−−→
attr is expressed as

S−−→
attr = {s|−−→attr � −−−→

attrs, s ∈ S} (1)

1) |S−−→
attr| = 0, no subject can construct such an attribute

vector, and it is not related to anonymity;
2) |S−−→

attr| = 1, s ∈ S−−→
attr loses anonymity for attribute vector−−→

attr,
−−→
attr is an identifier of the subject;

3) |S−−→
attr| > 1, subjects in subject set S−−→

attr maintains

anonymity for the attribute vector
−−→
attr.

Definition 4.3 is based on the study conducted by Pfitzman
et al. [18], who defined “the anonymity of a subject from an
attacker’s perspective means that the attacker cannot sufficiently
identify the subject within the set of all possible subjects.”
Obtaining an identifier is sufficient to identify a subject. Loss
of subject anonymity (re-identification) occurs when any entity
(except the subject) acquires the identifier of the subject. Other-
wise, the participants remain anonymous.

When |S−−→
attr| > k, k > 1, k-anonymity is achieved.

Anonymity differs between access control and SDC. Two
problems exist when enforcing k-anonymity for all access
requests. 1) Policy problem. If an object only allows access by
k − 1 subjects, then ∃−−→attr, |S−−→

attr| = k − 1. Otherwise, at least
one policy does not conform to the principle of least privilege.
2) Runtime problem. In SDC, k-anonymity can be satisfied by
accumulating data, because it publishes data within a certain
period. However, we cannot accumulate access requests in
access control and send them to the AA to satisfy k-anonymity,
because the access requests are processed in real time.
Enforcing k-anonymity on access control is difficult because
its side effects cause the policies to violate the least privilege
set and cause access request processing to lose its real-time
nature. Therefore, a quantitative evaluation method is proposed
to achieve anonymity that allows security administrators to
recognize the anonymity of a policy regardless of whether it
follows k-anonymity. This phenomenon enhances the security
administrators’ ability to improve policy anonymity.

According to Definition 4.3, to ensure the anonymity of the
subjects in ABAC, access requests must not be able to identify
a subject. This can be achieved using two techniques. First,
the anonymous access framework allows subjects to generate
access control requests, which renders the identity of the subject
in access control requests no longer mandatory. In another
method, the anonymity metric of the policy, which allows the
subject or administrator to evaluate the risk of the subject being
re-identified, is defined. Depending on the policy availability, the
policy might not guarantee anonymity. For example, if a request
exists, only a specific user can construct a request. According
to Definition 4.3, this request can be re-identified. However,
for most policies, particularly those that can be organized into
various forms, the anonymity metric can facilitate the adjustment
of policies via administrators or algorithms. Anonymity metrics
can facilitate the generation of strong anonymous policy sets
via administrators, policy generation algorithms, and policy
optimization algorithms. The framework and policies of ac-
cess control should support anonymity such that access can be
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Fig. 2. Identity-free ABAC reference framework.

anonymous. Otherwise, the anonymity of the policy is strong;
however, the access request should include the identity of the
subject because of the limitations of the framework. This process
renders the access no anonymous.

B. Identity-Free ABAC

By analyzing the characteristics of multiple existing
ABAC frameworks that support anonymous access, such as
HASBE [24], CP-ABE [7], and ABS [15], an ABAC anony-
mous access reference framework, namely, identity-free ABAC,
was proposed. This framework highlights the features of the
ABAC framework, which supports anonymous access. If an
ABAC framework exhibits the same characteristics as those of
this framework, the it is identity-free and supports anonymous
access.

Three features of ABAC support anonymous access are as
follows:

1) AA (marked in blue) does not manage subject attributes;
2) The subjects can construct access requests by themselves,

and the request cannot include an explicit identifier;
3) The AA can make access control decisions based on access

requests that do not contain an explicit identifier.
If an ABAC framework satisfies these three features, then

the framework supports anonymous access. The crux of an
ABAC framework that supports anonymous access is that it
allows the AA to make access control decisions based on access
requests that do not contain explicit identifiers. This affects
not only the access control decision-making process, but also
the form of access requests and the management of subject
attributes. Furthermore, by removing the AA’s ability to manage
subject attributes, the relationship between subject attributes and
subjects can be obtained directly. This phenomenon eliminates
the link between the access request and subject. Access requests
cannot contain explicit identifiers because Constraint 3. The
access request is constructed by the subject, not the subject
attribute management agency (such as the SIP in Fig. 2), which
prevents the subject identity from being associated with the
subject attributes or access request.

The models shown in Figs. 2 and 1 differ in terms of two
aspects at the framework level. First, the access request without
an explicit identifier is used in Steps 1, 2, and 3. The other steps
shown in Fig. 2 are consistent with those shown in Fig. 1. Second,
the SIP, instead of the PIP, manages the subject attributes. The

PAP obtains the name and domain of the subject attribute from
the SIP to ensure the validity of the policy. The PIP manages
the environment and object attributes. Access requests contain
only attribute-related information that enables the PDP to make
access control decisions and do not contain the explicit identifier
of the subject. The reference framework shown in Fig. 2 satisfies
the three constraints of identity-free ABAC. The AA may not
re-identify the subject using an explicit identifier.

V. ACCESS ANONYMITY METRIC

If the subject attribute management agency and AA collude to
re-identify a subject, then an identity-free ABAC cannot ensure
access anonymity. An adversary can calculate a set of subjects
based on the attributes of an access request. The adversary
may directly or indirectly re-identify the subjects that send
an access request by analyzing the information related to the
access request [4]. Thus, the subject can be re-identified. The
access anonymity metric (AAM) quantitatively evaluates the
re-identification risk. In this section, the AAM of the subject
attribute assignment scheme, access request, and policy is pre-
sented.

A. AAM of Access Request

The AAM of the access request measures the risk of the
subject being re-identified when it sends an access request.
The basis of the anonymity metric for an access request is
the definition of anonymity. According to Definition 4.3, after
receiving access request −→req, the adversary calculates a set of
subjects S−−→req that can construct access request −→req. However,
the adversary cannot reveal the subject that sends access request−→req. The adversary may assume that subject s in the subject set
S−−→req sent the access request −→req. If s sends access request −→req,
then s is re-identified; otherwise, the subject that sends access
request −→req remains anonymous.

Random variable X represents the subject estimated
by the adversary. Furthermore, 0 < P (X = s) ≤ 1,∑

s∈S−−→req
P (X = s) = 1, s ∈ S−−→req. If identifying the subject

sending the request based on the adversary’s guesses is difficult,
then it implies that the anonymity of the subject is stronger, and
vice versa. Notably, the quantitative evaluation of the anonymity
of the access request is the uncertainty of random variable X .

Areq(
−→req) = −

∑
s∈S−−→req

P (X = s) logP (X = s), (2)

where Areq(.) is the AAM function of the access request.
When |S−−→req| = 1, Areq(

−→req) = 0 the subject is re-identified.
The anonymity of the access request increases with Areq(.).

The AAM of the access request assumes the same form as the
information entropy because the information entropy of random
variable X is a metric of the uncertainty of X[21]. Thus, the
less information an adversary obtains (increased uncertainty),
the more difficult it is to identify the subject that sends the access
request. The “information” obtained by the adversary is the set of
subjects S−−→req who may send the access request. The difficulty
of re-identification increases with the amount of information
entropy. The quantitative evaluation of the anonymity function
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Fig. 3. AAM distribution of subject assignment under the effects of five corresponding iterms such as (a) number of attributes,(b) number of policies, (c) number
of subjects, (d) number of values in attributes, and (e) number of values in policies.

of the access control request has the same form as that of
information entropy.

B. AAM of Subject Assignment and Policy

Both subject attribute assignments and policies affect the
anonymity of subjects. The request constructed by the subject is
limited by the subject attribute assignment and policies.

1) AAM of Subject Assignment: The AAM of the subject as-
signment measures the risk that the access requests constructed
by the subject attribute vector

−−−→
attrs re-identify the subjects. The

AAM of access requests is the basis for the AAM of the subject
assignment scheme.

Definition V.1. Subject accesses request construction space.
A set that contains all access requests −→req constructed from the

subject attribute vector
−−−→
attrs is known as the subject access

request construction space Reqs.

Reqs = {−→req|−→req � −−−→
attrs} −

−→∅ (3)

where
−→∅ = (⊥,⊥,⊥, . . .,⊥), is an m-dimensional vector.

As(subject) =

|Reqs|∑
i=1

ωiAreq(
−−→reqi), (4)

where −−→reqi ∈ Reqs,
∑|Reqs|

i=1 ωi = 1. As(.) increases with the
anonymity of the subject. Introducing weights enhances the flex-
ibility of the AAM used in the subject assignment scheme, thus
allowing it to consider factors other than quantitative evaluation
of anonymity (such as access frequency). Weights increase the
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Fig. 4. AAM distribution of access request under the effects of five corresponding iterms such as (a) number of attributes,(b) number of policies, (c) number of
subjects, (d) number of values in attributes, and (e) number of values in policies.

accuracy of the AAM used in the subject assignment scheme
when prior knowledge of access is available. For example, if the
policy is known, the the weight of the access request without
the corresponding policy is assigned a value of zero to avoid
disturbing quantitative evaluation.

In ABAC, administrators have considerable flexibility in
selecting attributes when formulating attribute assignment
schemes. The AAM of the subject attribute assignment
scheme can help administrators select better attributes and
improve the anonymity of the subject attribute assignment
scheme.

2) AAM of Policy: The AAM of the policy measures the risk
of the re-identification of subjects that may trigger the policy.
The basis of the policy’s AAM is the access request related

to the policy. However, policy privacy considerably affects the
access requests constructed by the subject. In this study, policy
privacy is categorized into the following three types based on
the information that the policy exposes to the subject:

1) The policy is private. The subjects have no policy-related
knowledge. Therefore, the policy and access requests re-
ceived by the AA are irrelevant. The AA receives random-
access requests.

2) The policy is protected. The subjects understand the at-
tributes involved in the policy but do not understand the
corresponding conditions. For example, if the policy is
(age > 18 years, sex = male,...), then the policy shows
(age, sex,...) to the subjects. Access requests may contain
a set of attributes that satisfy the policy.
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3) The policy is public. The subjects understand the complete
policy and can evaluate the policy by themselves. We
believe that access requests contain a set of attributes that
conforms to the corresponding constraints.

Currently, few studies have been conducted regarding policy
privacy, particularly those regarding the privacy preservation
of policies. Harbach et al. [12] proposed a privacy policy by
introducing trusted third parties as the PDP. The policy pro-
tects the privacy of both the subjects and the AA and requires
that a third party be trusted by both the subjects and AA. In
anonymous-access ABAC, the privacy of the policy directly
affects the construction of access requests.

Public and protected policies are identical in terms of the
AAM. Access requests and policies are relevant to both public
and protected policies, and the same quantitative evaluation of
anonymity can be used. However, if the policy is private, then
access requests and policies are irrelevant. No effective policy
anonymity evaluation method has been devised for privacy
policies.

Herein, the policy is represented as a disjunctive normal form
and the rule is represented as a fundamental product:

policy = rule1 ∨ rule2 ∨ rule3 ∨ . . . ∨ rulep,

rule = clause1 ∧ clause2 ∧ clause3 ∧ . . . ∧ clausem,

clausei = attri ⊆ V alueSeti, (5)

where V alueSeti is the constraint of attri, and V alueSeti ⊆
Domaini.

If attri is unconstrained, then V alueSeti = Domaini; if
attrj is constrained, then V alueSetj ⊂ Domainj . For pro-
tected policies, the subjects are aware that attri does not assume
the value ⊥, i.e., ⊥ /∈ V alueSetiandV alueSeti ⊂ Domaini.
From the perspective of the subject, all attributes in the privacy
policy correspond to domains, i.e.,V alueSeti = Domaini. For
public policy, subjects are aware of the domains of all attributes.
For all policy privacy types, the rule specifies a space in which
an access request vector can be applied.

Definition V.2. Rule space. The rule space Reqr is a set of
access request vectors that contain all access request vectors
that apply to the rule from the perspective of the subject.

Reqr =

m∏
i=1

V alueSeti −
−→∅ (6)

The AAM of the policy can be classified into two types. The
first is the AAM of the rule, and the second is the AAM of the
policy based on the rule.

Ar(rule) =

|Reqr |∑
i=1

ωiAreq(
−−→reqi) (7)

where −−→reqi ∈ Reqr,
∑|Reqr |

i=1 ωi = 1. Ar(rule) increases with
its anonymity. In Ar, the weights are rule-related information,
such as the frequency of access requests related to the rule. In
particular, security administrators can adjust the weights based
on actual scenario changes and ensure the anonymity of the same
rule in various scenarios. Thus, the weights provide superior

scenario adaptability for rule anonymity evaluation and yield
accurate evaluation results.

Access requests related to a policy are a union of the rule
spacesReqr which is included in the policy. Therefore, the AAM
should consider all rules included in the policy.

Ap(policy) =
1

p

p∑
i=1

Ar(rulei) (8)

Any policy expressed by the disjunctive normal form weakens
the connection between the rules. When one rule changes, the
anonymity of the other rules does not change. Equation (8) is
based on the following properties.

Anonymity evaluation of access requests, subject attributes,
and policies reveals that the adversary obtains the set of subjects
associated with them through access requests, subject attributes,
or policies. Regardless of whether the access request, subject at-
tribute, or policy is attribute based, an anonymity evaluation can
include access control evaluations based on a set of subjects. For
the current anonymous access schemes, such as CP-ABE [31],
modified ABAC model [3], ABS [30], and anonymous cer-
tificate [28], determining the set of subjects related to access
requests, subject attributes, and policies using certain analysis
methods is critical. Anonymity evaluation can be performed
using a generalized anonymity evaluation method.

C. Samples

To visualize the access anonymity evaluation metrics pro-
posed herein, a specific scenario was considered to analyze the
anonymity of requests, subjects, and policies using the proposed
access anonymity evaluation method.

Users, tenants, and ABAC were used in an existing movie
cloud with authentication and access control capabilities. In
this case, the tenant purchases movies stored in the cloud and
sells them to the user while providing them with several cor-
responding attribute credentials. Each attribute’s credentials are
independent. The tenant registers access control policies to the
authentication and access control module provided by the cloud
to achieve user-access control. The user accesses the movies
stored in the cloud by selecting one or more of their attribute
credentials in the access request. The movie cloud receives the
access request sent by the user and performs an access control
decision based on the subject attributes, objects, and operations.
The access control process on the cloud in this scenario satisfies
the three characteristics of identity-free ABAC. Therefore, its
identity is free and the user can access it anonymously.

We assume two tenants, three users (subjects) and three
movies (objects). Tenant 1 provides a buyout service, in which
users can watch unlimited movies once they purchase a category.
Tenant 2 provides a subscription service, in which users are
provided with movie viewing services through various levels
of VIPs. The attributes of the subjects and objects are listed in
Tables I and II, respectively.

The process of access control in this scenario is as follows:
1) Determine whether the request contains attribute creden-

tials for multiple tenants. If this is the case, then reject
the request. This process protects the rights of each tenant
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TABLE I
SUBJECT ATTRIBUTES

TABLE II
OBJECT ATTRIBUTES

and ensures that the user can only use the corresponding
attribute credentials in the service of a specific tenant.

2) Determine whether the credentials in the request expire,
and reject the credentials if they are. This process verifies
the validity of the attribute credentials obtained by the user
from the tenant and ensures that the user uses the attribute
credentials within the validity period.

3) Match policies based on attributes and make access control
decisions.

1) AAM of Access Request: To ensure the anonymity of
requests in this scenario, two sample access requests were
provided, and their AAMs were computed. The requests shown
below do not provide an object or an operation. However, the
calculation of the AAM is not affected.

If subject Alice constructs a request −−→req1 = (Y,⊥, Y,⊥), the
the request contains attribute credentials Subject.Attr1
= Y , Subject.Attr2 = ⊥, Subject.Attr3 = Y , and
Subject.Attr4 = ⊥. Based on Table I, only Alice can construct
the request; therefore, S−−−→req1

= {Alice}. Thus, the following
expression is obtained:

Areq(
−−→req1) = −P (X = Alice)logP (X = Alice)

= −1 · log1 = 0

The anonymity of request −−→req1 is 0. The initiator of this
request can be directly identified as user Alice, i.e., request −−→req1
is not anonymous.

If subject Bob constructs a request, then−−→req2 = (⊥, Y,⊥,⊥).
Based on Table I, the request can be constructed from a user with
attribute credentials Subject.Attr2 = Y , such that S−−−→req2

=
{Bob,Candy}. If the attacker does not know the information
related to the request and the user, then the probability of
each user performing the request is equal, i.e., P (X = Bob) =
P (X = Candy) = 0.5. Thus,

Areq(
−−→req2) = − P (X = Bob)logP (X = Bob)

− P (X = Candy)logP (X = Candy)

= − 0.5 · log0.5− 0.5 · log0.5 ≈ 0.301

If the opponent learns in advance that the frequency of Bob
and Candy watching Category 2 movies is 3 : 7, i.e., P (X =

Bob) = 0.3, P (X = Candy) = 0.7, then,

A′
req(

−−→req2) = −0.3 · log0.3− 0.7 · log0.7 ≈ 0.265

Here, A′
req(

−−→req2) < Areq(
−−→req2) when the attacker learns the

relationship between the request and the user, i.e., the anonymity
of request −−→req2 decreases. Thus, the request anonymity evalua-
tion can be used to visualize the anonymity level of the request
and the change in request anonymity due to the change in
information.

2) AAM of Subject Assignment: Prior to calculating subject
anonymity, the following constraint exists for access control
requests in this scenario: the requests are not allowed to contain
the attribute credentials of various tenants; that is, the requests
can only contain the attribute credentials issued by one category
of tenants.

Considering user Alice as an example,
−−−−−→
attrAlice =

(Y,⊥, Y, 1). Based on Definition 4.2, Alice can construct the
access request as follows:

−−−−−→
attrAlice={(Y,⊥, Y, 1), (⊥,⊥, Y, 1), (Y,⊥,⊥, 1), (Y,⊥, Y,⊥),

(⊥,⊥,⊥, 1), (⊥,⊥, Y,⊥), (Y,⊥,⊥,⊥)}.

According to previous constraints, requests (Y,⊥, Y, 1),
(⊥,⊥, Y, 1), and (Y,⊥,⊥, 1) are not permitted. To protect their
own anonymity to the maximum extent, the users will not use
(Y,⊥, Y,⊥) as a request based on the aforementioned evaluation
results. Thus, the following expression is obtained:

ω(Y,⊥, Y, 1) = ω(⊥,⊥, Y, 1) = ω(Y,⊥,⊥, 1)

= ω(Y,⊥, Y,⊥) = 0.

Assume that Alice uses Tenant 1 and 2 services with a
frequency of 6 : 4, and Category 1 and Category 2 movies
are viewed with the same frequency, i.e., (Y,⊥,⊥,⊥) :
(⊥,⊥, Y,⊥) : (⊥,⊥,⊥, 1) = 3 : 3 : 4. If the security adminis-
trator sets the weight of access requests based on the frequency
ratio, then the following expression can be obtained:

ω(Y,⊥,⊥,⊥) = ω(⊥,⊥, Y,⊥) = 0.3

ω(⊥,⊥,⊥, 1) = 0.4

Based on (4), the subject anonymity of Alice can be expressed
as follows:

As(Alice) = ω(Y,⊥,⊥,⊥)Areq(Y,⊥,⊥,⊥)

+ ω(⊥,⊥, Y,⊥)Areq(⊥,⊥, Y,⊥)

+ ω(⊥,⊥,⊥, 1)Areq(⊥,⊥,⊥, 1)

≈ 0.3 · 0.301 + 0.3 · 0.301 + 0.4 · 0.477
≈ 0.371

3) AAM of Policy: In this scenario, various tenants have
distinct policies depending on their service models to ensure
the approperiate service delivery. Considering Tenant 2 as an
example, its policy is that the user can watch all movies at its
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VIP level (including the same level). The policy is expressed
based on the table of subject and guest attributes as follows:

policy =

⎧⎨
⎩
(s.attr4 ⊆ {3} ∧ o.attr2 ≤ 3 ∧ op = r)∨
(s.attr4 ⊆ {2, 3} ∧ o.attr2 ≤ 2 ∧ op = r)∨
(s.attr4 ⊆ {1, 2, 3} ∧ o.attr2 ≤ 1 ∧ op = r)

The policy can be decomposed into three rules, and a portion
of each rule concerning the subject attributes is expressed as
follows:

rule1 : Subject.Attr4 ⊆ {3}
rule2 : Subject.Attr4 ⊆ {2, 3}
rule3 : Subject.Attr4 ⊆ {1, 2, 3}

Next, considering rule2 as an example, calculate its AAM.
Based on Definition 5.2, the rule space of rule2 is expressed as:

Reqrule2 = {Y,⊥} × {Y,⊥} × {Y,⊥} × {2, 3}
={(Y, Y, Y, 2), (Y, Y,⊥, 2), (Y,⊥, Y, 2), (⊥, Y, Y, 2),

(Y,⊥,⊥, 2),(⊥, Y,⊥, 2),(⊥,⊥, Y, 2),(⊥,⊥,⊥, 2),

(Y, Y, Y, 3), (Y, Y,⊥, 3), (Y,⊥, Y, 3),(⊥, Y, Y, 3),

(Y,⊥,⊥, 3),(⊥, Y,⊥, 3),(⊥,⊥, Y, 3),(⊥,⊥,⊥, 3)}
According to the previous constraint, for Tenant 2, only

(⊥,⊥,⊥, 2) and (⊥,⊥,⊥, 3) satisfy rule2. Therefore, these
two requests do not have a weight of 0. The remaining requests
have weights of 0. We assume that the security administrator
sets the weights based on the request frequency and that these
two requests exhibit the same frequency. Therefore, the AAM
of rule2 is expressed as follows:

Ar(rule2) = ω(⊥,⊥,⊥, 2)Areq(⊥,⊥,⊥, 2)

+ ω(⊥,⊥,⊥, 3)Areq(⊥,⊥,⊥, 3)

≈ 0.5 · 0.301 + 0.5 · 0 ≈ 0.151

In practice, a situation exists in which a user’s VIP expires
and becomes invalid. This phenomenon affects the AAM of the
policy rules. Assuming that Candy’s VIP expires, although no
user with VIP3 exists, a person can subsequently subscribe to the
VIP3 service. Therefore, Tenant 2 does not modify its original
policy. At this stage, the set of requests in the rule2 rule space
does not change. However, the weight of requests (⊥,⊥,⊥, 3)
is set to 0 because no credentials with VIP3 are apparent.
Therefore, the AAM of rule2 is changed to the following:

A′
r(rule2) = ω′(⊥,⊥,⊥, 2)A′

req(⊥,⊥,⊥, 2) = 1 · 0 = 0

As Candy’s VIP expires, only Bob can construct (⊥,⊥,⊥, 2),
and the anonymity of rule2 is weakened. Thus, when the at-
tributes of the subject in the scenario change, they affect the
AAM changes in the policy rules. Because the subject and object
attributes exhibit the same status in ABAC, based on (8), the
AAM of the policy is the average of the sum of the AAM of all
rules in the policy. Therefore, when the subject and object at-
tributes change, the AAM of the policy changes accordingly and

TABLE III
SIMULATION SCHEME

can be measured anonymously using the anonymity evaluation
method of the proposed policy.

VI. SIMULATION

The evaluation of policies (including attribute data) from
organizations is ideal for use in simulations. However, we are
not aware of any suitable or publicly available policies from
organizations. Xu et al. [26] used sample and randomly gener-
ated policies to test the effectiveness of their mining algorithms.
The sample policies in [26] are not based directly on specific
real-world case studies, but are intended to be similar to policies
available in the application domains for which they are named.
However, the AAM cannot be tested using sample policies as
the latter are small-scale policies. Compared with the sample
policy, the randomly generated policies have a larger scale.
Large-scale random generation policies can effectively validate
the AAM. The simulation groups contained the subject attribute
assignment schemes, policies, and access requests. We analyzed
the simulation results, identified the factors affecting anonymity,
and proposed suggestions to improve anonymity.

A. Simulation Scheme

In practice, the difference between various attributes is the
attribute type. Attribute types can be summarized as Boolean,
numeric, or set. The range of the numeric type may be real
numbers, integers, or a set of integers. The range of the set is
any subset of itself, and the range of the Boolean only contains
“true” and “false.” Clearly, only the numerical range may be
an infinite set. In practice, because the number of subjects is
finite, the values used in the numerical range are finite sets. The
attribute type affects only the number of values in the domain.
Therefore, in the simulation, the attributes only differ in the
number of values (for example, five values in the range, where
the range is 1,2,3,4,5), and the attribute types do not differ from
one another. The simulation results are presented in Table III.

In Table III, Columns 2, 3, 4, 5, and 6 show the num-
bers of corresponding items (such as 100 k subjects). In any
group, the probability that an attribute is assigned ⊥ is 0.2.
For example, in the case of attri, P (⊥) = 0.2, P (valuei) =
0.8/(|Domaini| − 1).

This policy is protected in the simulation. Constraints do not
affect policy anonymity in protected policies. Therefore, the
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TABLE IV
SIMULATION RESULTS

policies used in the simulation indicate only the attributes used.
Each group generates valid requests and evaluates the anonymity
of the requests based on the subject attribute assignment scheme
and policy. Groups 1, 2, and 3 compared the effect of the number
of subjects on anonymity; Groups 3, 4, and 5 compared the
effect of the number of attributes on anonymity; Groups 3, 6,
and 7 compared the effect of the number of values in attributes
on anonymity; Groups 3, 8, and 9 compared the effect of the
number of policies on anonymity; and Groups 3, 10, and 11
compared the effect of the number of values in the policy on
anonymity. In all groups, the number of subjects was not less
than 1,000, because if few subjects are present in the group, then
access requests for re-identifing subjects will be extremely high.
However, the simulation results for Group 1 (Table IV) show
that at least 50% of the access requested the re-identification of
subjects. Reducing the number of subjects will not allow us to
understand the effects of various elements on anonymity.

B. Simulation

The simulation results are presented in Table IV.
In Table IV, the number of valid requests for Groups 3, 4, and

5 is the same, because the number of valid requests is limited.

MaxReq = P ×NV ANAP , (9)

whereMaxReq is the maximum number of valid requests,P the
number of policies, NV A the number of values in the attribute,
and NAP the number of policy attributes. For all the groups, σ
represents the uniformity of the set of subjects that can construct
valid requests. Here, m0.5 is similar to μ. Meanwhile, the μ and
m0.5 of the AAM of the subject, request, or policy increase with
the number of subjects. The μ and m0.5 of the AAM of the sub-
jects, requests, and policies decrease as the number of attributes
and NAP increase. The number of attributes does not affect the
AAM, which allows administrators to use rich attributes in the
subject attribute assignment scheme, thus rendering the latter
more flexible. The number of policies does not affect the AAM,
which allows administrators to focus on a single policy. Thus,
the anonymity of the policies does not affect each other. This
feature facilitates multiple administrators in developing multiple
policies simultaneously. The AAM reflects the effects of various
factors on anonymity, which demonstrates its rationality.

Figs. 3 and 4 show the effects of various factors on the
distribution of the AAM.

The following results were obtained based on the distribution
of the AAM:

1) A positive correlation exists between the number of sub-
jects and the anonymity of the subjects, requests, and
policies.

2) The subjects can construct access requests by themselves,
and the request cannot include an explicit identifier;

3) The number of attributes and the number of policies are
independent of anonymity.

Result 1 inferred based on Figs. 3(c) and 4(c); result 2, based
on Figs. 3(d), 3(e), 4(d), and 4(e); and result 3, based on Figs.
3(a), 3(b), 4(a), and 4(b). Based on Fig. 4, the weaker the
anonymity, the greater is the distance between the bars; the
stronger the anonymity, the smaller is the distance between the
bars. Thus, if anonymity is strong, then the numerical difference
in the AAM is insignificant, whereas if anonymity is weak,
then the numerical difference in the AAM is significant. This
feature is an advantage of the AAM, as it allows individuals
with weak anonymity to be adjusted, which is more critical to the
anonymity metric of the subject, request, or policy universal set
than to individuals with strong anonymity. Thus, administrators
and algorithms assign greater priority to individuals with weak
anonymity than to those with strong anonymity. The distribution
of the anonymity request evaluation was analyzed based on the
simulation conditions provided in Table III.

Let rule r contain m′ non−⊥ and the corresponding m′

attributes in the request are non−⊥. The probability that s
can construct request −→req is as follows:

p−−→req = [P (non−⊥)]m
′

(10)

where −→req ∈ Reqr. The probability that subject i can construct−→req is as follows:

P (|S−−→req| = i) = Ci
|S|p−−→req

i · (1− p−−→req)
|S|−i (11)

During simulation, for any −→req, ∀si, sj ∈ S−−→req, p(si) =
p(sj) =

1
|S−−→req | .

Therefore, Areq(
−→req) = −∑|S−−→req |

i=1 p(si) log p(si) = log
|S−−→req|.

The theoretical distribution for Group 2 is shown in Fig. 3.
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VII. CONCLUSION AND FUTURE WORK

A. Conclusion

Herein, an anonymity metric known as the AAM is proposed
to measure the risk of a subject being re-identified in ABAC.
Anonymous access has become critical for protecting privacy
in access control because it not only protects general privacy
information, but also protects access to maintain privacy. To the
best of our knowledge, this study is the first to prevent anonymity
loss at the policy level. Furthermore, this study is the first to
formalize the definition of anonymity in ABAC. An ABAC
anonymous access reference framework was proposed herein
by analyzing the characteristics of multiple existing ABAC
frameworks that support anonymous access. This framework
highlights the features of the ABAC framework that support
anonymous access, which is the basis of anonymous access
to ABAC. The simulation results revealed that the AAM can
reasonably measure the anonymity of access requests, subject
assignments, and policies. The AAM allows security adminis-
trators to rationally adjust policies and subject attribute assign-
ments to protect subject privacy. A quantitative metric can be
used as an objective or a constraint for the algorithm.

B. Future Work

The AAM measures independent access requests only. In
the future, an evaluation method will be proposed for mul-
tiple associated access requests because not all implementa-
tions guarantee unlinkable access requests. The simulation in
this study is simple, and the factors affecting anonymity are
qualitatively analyzed in Section VI-B. In the future, we will
perform more complex simulations and complete a quantitative
analysis of factors affecting anonymity. The AAM are applicable
to policy-mining algorithms for generating policies that satisfy
anonymity requirements. In the future, a mining algorithm that
uses a quantitative anonymity metric as a constraint should be
developed since it is currently available. This algorithm will be
able to automatically generate policies with strong anonymity.
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